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OIIPEAEJIEHUS

B HacrosieM [OKYMEHTE HCHOJIB3YIOTCS CIEAYIOIME TEPMUHBI H HX
ONPEACIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOAIIAs W3 IEpCcoHaia Hu
KOMIUIEKCA  CpPEJICTB  AaBTOMATH3allMM  €r0  JCSATEIBbHOCTH,  PeaJu3yronas
WH(OPMAIIMOHHYIO TEXHOJIOTHIO BHITIONHEHUS YCTAHOBJICHHBIX (PYHKITHH.

AyTeHTH(PUKAIMSA OTHPABUTENS] [JAHHBIX — TOATBEPXKACHUE TOrO, 4YTO
OTHPABUTENH MOJTYUYEHHBIX JAaHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onmacHOCTh NEPCOHANBHBIX [JAaHHBIX — COCTOSIHUE 3allUIIEHHOCTH
MEPCOHATBHBIX  JAHHBIX, XapaKTePU3yeMOE CIOCOOHOCTHIO  IOJIb30BaTENeH,
TEXHUYECKUX  CPEICTB UM  HMH(POPMAIIMOHHBIX  TEXHOJIOTMH  00ecreyuThb
KOH(UIEHITUATBHOCTD, LIEIOCTHOCTh M JOCTYIMHOCTh NEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.

BuomMerpuyeckue nepcoHaJbHbIEe JaHHbIE —  CBEJCHUS, KOTOpbHIC
XapaKTepU3yrT (PU3UOIOTHYECKHEe OCOOCHHOCTH YEJIOBEKAa M HAa OCHOBE KOTOPBIX
MOXHO YCTaHOBUTHb €r0 JMYHOCTh, BKIto4as Qororpaduu, OTIEUATKH TMaJbLEB,
oOpa3 ceT4aTKu rja3a, OCOOCHHOCTH CTPOCHUS Tela U JPYryl MOJ00HYIO
UH(pOpMaIHIO.

BioknpoBaHue nMepcOHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMATHU3ALNK, HAKOIUICHUS, HWCIOJIb30BaHUS, PACIHpPOCTPAHEHUs, IMEPCOHAIBHBIX
JTAHHBIX, B TOM YHCJIC UX Mepelayuu.

Bupyc (KOMObIOTEpPHBI, MPOrPAMMHBIN) — UCIOJIHSAEMbIA MPOTrPaMMHBIMI
KOJT WM WHTEPHPETHPYEMbIi HA0Op WHCTPYKLIMMA, OO0JaJaronuii CBOHMCTBAMHU
HECAHKIIMOHUPOBAHHOTO PACHpPOCTPaHEHUs] M caMoBocrnpousBencHud. (Co3naHHbIC

I[Y6JII/IKaTI>I KOMIIBIOTCPHOI'O BHpPYCa HC BCCrJa COBIIAAAOT C OpHUIHHAJIOM, HO

COXPAHSIOT CIIOCOOHOCTH K JanbHEeUIIeMy pacnpoCTpaHEHHIO u
CaMOBOCIIPOU3BECHUIO.
BpeaoHocHass ~ mporpamMma —  Oporpamma, — [peAHa3Hau€HHas s

OCYUIIECTBJICHHUS] HECAaHKUMOHUPOBAHHOIO JocTyna W (WiIM) BO3JIEHCTBUSA Ha



HIepCOHAJIbHBIC JaHHBIE WM PEeCypchl MH(POPMAIMOHHOW CHUCTEMBI IEePCOHATBHBIX
TaHHBIX.

Bcenomorare/ibHble TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHHYECKHE
CPEIICTBa M CHCTEMBI, HE MpeAHA3HAYCHHBIC IS Mepenad, 0OpadOTKH U XpaHCHHs
NEPCOHAJIBHBIX JaHHBIX, YCTAHABJIIMBACMBIC COBMCCTHO C TCXHHUYCCKMMU CPCACTBAMU
U CUCTCMaMH, IPCAHA3HAYCHHBIMHA IS 06pa6OTKI/I INEPCOHAIBHBIX AAaHHBIX HJIM B
MOMENICHUSIX, B  KOTOPHIX  yCTaHOBJIEHbI  MH(OPMALIMOHHBIE  CHUCTEMBI
MIEPCOHAIBHBIX JIAHHBIX.

Jloctym B ONEPpanMOHHYI0 Cpely KoMIbloTepa (MH(OPMAIMOHHOM
CHCTEMbI MEPCOHATIBHBIX [JAHHBIX)— IIOJIyYEHUE BO3MOYKHOCTM 3allycKa Ha
BBINOJIHEHWE IUTATHBIX KOMaH[, (YHKUMI, NpOLEAYyp ONEPAOHHOM CHUCTEMBI
(YHUUTOXKEHMS, KOIUPOBAaHUSI, MEpEeMEUICHUs] M T.I.), HUCHOJHSAEMbIX (pailyioB
IIPUKJIAIHBIX ITPOrPaAMM.

Joctyn k wH(pOpMALMM — BO3MOXKHOCTh NOJNyYeHHUs HH(OpMALUMU U €€
UCIOJIb30BaHMS.

3aky1aouHoe YCTPOMCTBO — DSJEMEHT CpEACTBA CheMa HHGOpMAIUH,
CKPBITHO BHEAPSIEMBI (3aKJIaIbIBAEMbII MJTM BHOCUMBII) B MECTa BO3MOKHOIO CheMa
uHpopmalm (B TOM 4YHCIE€ B OIrpaXIEHHE, KOHCTPYKLHUIO, O0OOpYyAOBaHUE,
MIPEAMETHI HHTEPHEPA, TPAHCIIOPTHBIE CPEACTBA, A TAKKE B TEXHUUECKUE CPENCTBA U
CUCTEMBI 00pabOTKN HHPOPMAITUH).

3ammmaemasi undopMmanus — uHOpMaLMS, SBISIONIASACT IMPEIMETOM
COOCTBEHHOCTH U TIOAJIeKAIlast 3alllUTe B COOTBETCTBUM C TPEOOBAHUSIMU MPABOBBIX
JOKyMEHTOB WJTH TPEOOBAHHSMH, YCTaHABIMBAEMbIMUA COOCTBEHHUKOM MH()OPMAIIUH.

Upentudukanusas — 1npucBoeHne CcyObekTaM UM OObEKTaM JIOCTyIa
uneHTuuKaropa v (Win) CpaBHEHUE NMPEABSIBISIEMOr0 HACHTU(UKATOpA C IEpEUHEM
MPUCBOEHHBIX UJIEHTU(PUKATOPOB.

NudopMaTUBHBIA CHTHAJI — DSJEKTPUYECKAE CHUTHANBI, aKyCTHYECKHE,

AIIEKTPOMArHUTHBIE W JIpyrre (PU3UYECKre TOJs, MO MapaMerpaM KOTOPBIX MOXKET



ObITh pacKkpbiTa KOH(HICHIMATbHAS HHPOpMaIs (NEPCOHAIBHBIC JIaHHBIC)
oOpabarbsiBaeMasi B MTH(POPMAITMOHHOM CUCTEME TIEPCOHATIBHBIX JIAHHBIX.

Nudopmanuonnast cucrema mnepcoHadbHbIX JAaHHbIX (UCIIIH) —
UH()OPMAIMOHHAS CHCTEMA, MPEACTABIIONas cOO00H COBOKYITHOCTh MEPCOHATBHBIX
JaHHBIX, COJICPIKAIIMXCS B 0a3e MaHHBIX, a TAKKe MHPOPMAIIMOHHBIX TEXHOJIOTUI U
TEXHNUYCCKUX CpCAacCTB, MTO3BOJIAOIIINX OCYHICCTBIIATD 06pa60TKy TaKuX
MEPCOHANBHBIX JaHHBIX C WCIOJIBb30BAHUEM CpEICTB aBTOMATH3allMd WIH 03
UCIIOIb30BaHMUS TAKUX CPEJICTB.

NudopmManvoHHbIEe TEXHOJIOTHM — TIPOIIECCHI, METOBI TIOMCKa, cOopa,
XpaHeHusi, 00padOTKu, MPEIOCTaBICHHS, PACPOCTPaHEHUsT MH(POPMAILIUU U CLIOCOObI
OCYIIECTBIIECHUS TaKUX MPOIECCOB U METOIOB.

Hcnosib30BaHne NEPCOHAIBHBIX JAHHBIX — JieiicTBUs  (Omepamuu) ¢
NNEpCoOHAJIBHBIMA JaHHBIMH, COBECPUIACMBIC OIICPATOPOM B HECIIAX IMPHUHATHUA peH_IeHI/Iﬁ
WM COBEPIICHHUS HHBIX JCHCTBUH, MOPOXKMAIOIINX FOPHIMUYCCKUAEC MOCICACTBUS B
OTHOIIICHUH CYObhEKTa MEPCOHANBHBIX JAHHBIX WU JIPYTHX JIUI] JTHOO UHBIM 00pa3om
3aTparuBalolMX MpaBa U CBOOOJABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WU JPYTUX
a1,

Hcrounuk yrpo3sl Oe3omacHocTH HHGOpPMAIMU — CYOBEKT JOCTYyIIa,
MaTepuabHbIi OOBEKT WM (PU3MYECKOE SBIICHHE, SIBISIONIMCCS —TPHYMHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH HHGOPMAITUH.

KonTtposmpyemasi 30Ha — POCTPAHCTBO (TEPPUTOPHSI, 3AAHUE, YACTh 3AHUS,
MIOMEIIIEHKE), B KOTOPOM UCKITIOYEHO HEKOHTPOJIMPYEMOE MPEOBbIBAHNE TIOCTOPOHHUX
JINII, & TAKOKE TPAHCIIOPTHBIX, TEXHUIECKUX M MHBIX MaTePHAIbHBIX CPEICTB.

KonduaeHmaabHOCTh MEPCOHAIBHBIX JAHHBIX — 00s3aTebHOe LIS
COOJFOIEHNsT OMEPaTOpOM WJIM HMHBIM TIOMYYMBIIAM JOCTYH K TEPCOHATBHBIM
JTAHHBIM JIMIIOM TPEeOOBaHWE HE JIOMyCKAaTh WX paclpocTpaHeHue Oe3 coryiacus
CyOBEeKTa MepCOHATBHBIX TAHHBIX WITH HAJTMYHSI THOTO 3aKOHHOTO OCHOBAHWUSI.

MexkceTeBou IKPaAH — JIOKQJTLHOE (OIHOKOMITIOHEHTHOE) WJIn

(YHKIMOHATILHO-PACHIPENICICHHOE  MPOrpaMMHOE  (IIPOrpaMMHO-aNNapaTHoE)



CPENICTBO (KOMILIEKC), pealn3yrolliee KOHTPOJIb 32 MH(OpMalMed, oCTymaromiei B
WH(POPMAITMOHHYIO CHUCTEMY TIEPCOHAIBHBIX JAHHBIX W (WIM) BBIXOMAIICH U3
UHGOPMAITMOHHON CUCTEMBI.

Hapyummreinb 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX — (DU3MUECKOE JIUIIO,
CIIy4alHO WIA NPEJHAMEPEHHO COBEPILIAOIIEE IEHCTBUS, CIIEACTBUEM KOTOPBIX
SBJISICTCSL HApyIIEHUE OE30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX TMPH HX 00paboTKe
TEXHUYECKUMH CPEICTBAMHU B UH(POPMAITMOHHBIX CUCTEMAX TIEPCOHATILHBIX TAHHBIX.

HeaBTOMaTH3MpOBaHHasi 00padoTKAa MEePCOHANBHBIX JaHHBIX — 00paboTKa
NSPCOHAIBHBIX JAaHHBIX, COACPIKAUXCA B HH(i)OpMaHHOHHOﬁ CHUCTEMC
MIEPCOHANBHBIX JIAHHBIX JIMOO W3BJIICUYCHHBIX W3 TAKOW CHCTEMbI, CUMTACTCS
OCYILECTBICHHOM 0e3 UCITIOIb30BaHMUS CpencTB aBTOMATH3AI[H
(HeaBTOMATU3UPOBAHHOM), €CIM TaKWE€ JEHUCTBUS C MEPCOHAIBHBIMU JTAHHBIMH, Kak
UCIIOJIb30BaHNE, YTOYHEHHUE, pPACIPOCTPAHCHHE, YHUYTOXKEHHE IEPCOHATBHBIX
JaHHBIX B OTHOMCEHHWHU KaXIAOro wu3 Cy6’B€KTOB IEPpCOHAJIBHBIX  JTaHHBIX,
OCYIIIECTBIISIFOTCSI IIPU HEMOCPESICTBEHHOM YYaCTHH YEIOBEKA.

HenexknapupoBanHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTHU
CPEICTB BBIYKCIMTEILHON TEXHUKH, HE OIMCAHHBIC WIM HE COOTBETCTBYIOIIHC
OITMCAHHBIM B JIOKYMEHTAIHH, TTPH UCITOJIb30BAHNN KOTOPBIX BO3MOYKHO HapyIIICHUE
KOH(QHUICHITMAILHOCTH,  JIOCTYIIHOCTH  WJIM  IEJIOCTHOCTH  0OpabaTbiBacMoit
UH(pOPMAIIHH.

HecaHKIIMOHMPOBAHHDBIN J0CTYNl (HECAHKIMOHMPOBAHHbIC EHCTBUS) —
JOCTYyNl K MH(OpMalMM WM ACUCTBUS ¢ MH(OpMalvel, Hapyllaroye MpaBuia
pasrpaHUueHUs JOCTYIa C UCIIOJHL30BAHUEM IITATHBIX CPECTB, MPEIOCTABIIIEMBIX
UH()OPMAITMOHHBIMU CUCTEMAMHU MEPCOHATBHBIX JaHHBIX.

Hocurenb undgopmanmu — Gu3nygeckoe JIMI0 WK MaTepUATbHBINA O0BEKT, B
TOM 4Hclie (PU3UYECKOE ToJie, B KOTOpOM MH(OpMAIMs HAXOIUT CBOE OTPAKCHHUE B
BUJIC CHMBOJIOB, OOpa30B, CHTHAJIOB, TEXHWYECKUX PEIICHWHA U TIPOIIECCOB,

KOJIMYCCTBCHHBIX XAPAKTCPUCTUK (1)I/I3I/ILIGCKI/IX BCJIIMYHNH.



OGe3MYNBaHNEe TEPCOHAJIBHBIX [AHHBIX — JICHCTBUS, B pe3yJbTare
KOTOPBIX HEBO3MOXKHO OIPEACIUTh MPUHAIICIKHOCTh MEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHAIBHBIX JaHHbBIX.

O0OpaboTka mNEpPCOHAIBHBIX [JAHHBIX — JieiicTBUs  (omepaimu) C
NEPCOHAILHBIMU ~ JTAHHBIMHM, BKJIFOYasi cOOp, CUCTEMaTu3alluio, HAaKOIUICHHUE,
XpaHEHHE, YTOYHECHHE (oOHOBIIEHHE, HM3MEHEHHE), HCIIOJIb30BaHUE,
pacripocTpaHeHre (B TOM 4YHCIE Tiepefady), oOe3uuuBaHue, OJIOKMPOBAHUE,
YHUUTOKEHUE MEPCOHATILHBIX IAHHBIX.

OG61me0CcTYNHbIE EPCOHANILHBIE TaHHbIE — IEPCOHANIBHBIC JAHHbBIC, TOCTYII
HEOrPaHMYCHHOTO Kpyra JIMI[ K KOTOPBIM IPEJOCTaBICH C corjacus cyObekra
MNCPCOHAJIBHBIX JAaHHBIX WJIM Ha KOTOPBIC B COOTBCTCTBHU C Cl)eﬂepaHBHBIMI/I
3aKOHAMU HE PaclpOCTpaHsIeTCs TpeOOBaHKME COOIOACHUS KOHPHICHIINAIEHOCTH.

Onepatop (mepcoHadbHBIX JIaHHBIX) — TOCYJAPCTBEHHBIM  Opra,
MYHUIMNAIbHBIN OpraH, IOpUANYECKOe WM (PU3MUYECKOE JIMIIO, OPraHU3yIoIIee U
(M)  OCYIECTBISIOIIEE  OOpPaOOTKY MEPCOHATBHBIX JAHHBIX, a TaKkKe
OTIPEISIISIONINE IIEIN U CO/IepyKaHue 00padOTKH NEPCOHATBHBIX IAHHBIX.

Texnuyeckue cpeacrsa HHGOPMALNMOHHOU CHCTEMBI IEPCOHAIBHBIX
JTAHHBIX — CPEZICTBA BBIYMCITUTEILHON TEXHUKH, HHPOPMAIIMOHHO-BBIYMCIIUTEITLHBIC
KOMIUIEKChl U CETH, CPEJICTBa M CUCTEMbI Iepenauu, npuema u odpabotku [1/1H
(cpeactBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHWJICHMS, 3BYKOBOCIIPOM3BEICHUS,
NIEPErOBOPHBIE W TEJIEBU3MOHHBIE  YCTPOMCTBA, CpPEACTBA  WM3TOTOBJICHHS,
TUPAKUPOBAHUS JOKYMEHTOB M JPYTH€ TEXHMUYECKUE CPEICTBA OOPAOOTKH PEUEBOM,
rpaduyeckoi, BUI€0- 1 OyKBEHHO-1IM(POBOI HHPOpMAILIMK), IPOrPaMMHBIE CPEICTBA
(omepalOHHbIE CUCTEMBI, CUCTEMbI YIIpaBJIeHUsI 0a3aMu JaHHBIX U T.I1.), CPEJICTBA
3aIUTHl THPOPMAITUH, TIPIMEHSIEMbIC B MTH()OPMAITMOHHBIX CUCTEMAX.

IlepexBar (uH(pOpMAUMU) — HEMPABOMEPHOE TOJyUYCHHE HH(POPMAIUHA C
MCIIOJIb30BAaHUEM TEXHHYECKOTO CPEICTBA, OCYIICCTBISIFONIETO 00HAPYKEHHE, PHEM

1 00pab0TKy MH(POPMATUBHBIX CUTHAJIOB.



IlepconanbHble OaHHbIEe — Jr00as  uHGoOpManus, OTHOCAIIAsACA K
ONpEACIICHHOMY WM  ONpeleIsieMOMYy Ha OCHOBAHMU Takoll uH(oOpMaIuu
¢duznyeckomy iy (CyOBEKTy MEepPCOHAIBHBIX JAHHBIX), B TOM YHCIIE €r0 (pamMuius,
UMs, OTYECTBO, TOJ, MECSLI, JaTa U MECTO POKACHHUSI, aIPEC, CEMEITHOE, COLIUATILHOE,
UMYIIECTBEHHOE TOJIOXKEHHE, oOpa3oBaHue, Tmpodeccus, AOXOAbl, Apyras
uHpopMaIus.

ITo0ouHbIe 3JIeKTPOMATrHUTHbIE U3JIyYeHust U HABOJKH —
AIIEKTPOMArHUTHBIE U3MYYCHHS TEXHHYECKHX CPEACTB OO0pabOTKH 3alUIaeMon
uH(pOpMaIMK, BO3HUKAIONINE KaK MOOOYHOE SIBIICHUE U BBI3BAaHHBIC DJICKTPUUECKUMHU
CUTHAJIAMH, JCUCTBYIOIIMMHU B HMX JJIEKTPUYECKMX M MarHUTHBIX LEIAX, a TaKKe
AIIEKTPOMATrHUTHBIE HABOJKH 3THUX CHUTHAJIOB HA TOKONPOBOJSILME JIMHUM,
KOHCTPYKLIMH U €N TUTaHUS.

I[MoMTHKA «YHCTOr0 €TOJIa» — KOMIUIEKC OPraHU3allMOHHBIX MEpPONPHUITHH,
KOHTPOJIUPYIOIMX OTCYTCTBUE 3alUChIBAaHUS Ha OyMa)KHbIE HOCHUTENM KIHOYeH u
aTpuOyTOB OCTYyNA (MapoJieil) U XpaHEeHUs! UX BOIM3U OOBEKTOB JOCTYIIA.

IHoab30Barejb MH(POPMANMOHHOH CHCTEMBbI MEPCOHAJbHBIX JAAHHBIX —
JUIO, yyacTByroulee B  (YHKIMOHUPOBAHMM  HMH(POPMALMOHHOM  CHCTEMBI
NEPCOHAJIBHBIX JAHHBIX WJIA UCTIONB3YIOUIEE PE3YIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBuia pasrpaHu4eHus AOCTYyHAa — COBOKYITHOCTb npaBu,
perJaMeHTHUPYIOIIUX MpaBa A0CTyNa CyObEKTOB AOCTyIA K 00bEKTaM J0CTYTIA.

IIporpammMHas 3akJIajKa — KOJ MpPOTrpamMmbl, NMPEAHAMEPEHHO BHECEHHBIN B
OporpamMmy C ILEJIbIO OCYIIECTBUTh YTE€UKY, U3MEHUTb, OJOKHMPOBAaTh, YHUUTOXXHUTb
uHOOPMAIUIO WIA YHUUYTOXHUTh U MOAUGPUIIMPOBATH MPOTPAMMHOE OOecreueHue
MH()OPMAIIMOHHOW CHCTEMBbl MEPCOHANbHBIX JAaHHBIX M (WJIK) OJOKUPOBATH
anmnapaTHble CpPEeICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCcKoe) BO3/IeHICTBHE —
HECAaHKIIMOHHPOBAHHOE  BO3JEHCTBHE HA  PECypChl  aBTOMATHU3UPOBAHHOU
UH(GOPMAILIMOHHON CHUCTEMBI, OCYIIECTBIISIEMOE C HCMOJIb30BAHUEM BPEJOHOCHBIX

IPOrpaMM.



PackpbiTHe NEpPCOHAJBHBIX [JaHHBIX — YMBIIUIEHHOE WIH CiIy4ailHOe
HapylleHne KOHDUIEHIIUMATIbHOCTH IEPCOHATIBHBIX JTAHHBIX.

PacnpocTpaHeHHne MepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpaBlICHHbIC Ha
nepefadyy MEpCOHANBbHBIX  JaHHBIX OMNpEAeNIEHHOMY Kpyry Jul (mepenada
NEPCOHANBHBIX JaHHBIX) WM Ha O3HAKOMJICHHE C TMEPCOHAIBHBIMHU JTaHHBIMHU
HEOTPAaHUYEHHOTO KpyTa JIMII, B TOM YUCJIe 0OHApOJOBaHKUE MEPCOHATBHBIX JTaHHBIX B
CpelcTBax  MaccoBoil  mHoOpMaluu, — pa3MelleHue B HH(QOpPMaIMOHHO-
TEJIEKOMMYHHUKALMOHHBIX CETSIX WU MPEIOCTABICHUE OCTyNa K MEPCOHAIBHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc mnpopmManmoHHOM CHCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
IIPUKJIATHOTO WU aIapaTHoOro oOecrieueHus (yHKIHOHUPOBAHUS
UH(POPMAITMOHHOW CUCTEMBL.

CnenuajbHble KAaTeropuy TMEePCOHAJbHBLIX [JAHHBIX — TEPCOHAIbHBIC
JTaHHBIE, KACAIOIIHUECS PACOBOM, HAMOHAIBHOM MPUHAIJIECHKHOCTH, MOJTUTHUYECKHUX
B3[JIS1I0B, PEIMTHMO3HBIX WM (UIOCOPCKUX YOEKAECHUM, COCTOSIHUS 3/10pOBbS U
WHTHUMHOH )XH3HU CYObEKTa MEePCOHATBHBIX TAHHBIX.

Cpencrea BbIYUCIMTEIBHOM TEXHUKHU — COBOKYIHOCTh IPOTPAMMHBIX H
TEXHMYECKMX  OJJIEMEHTOB  CHCTeM  OOpaOOTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIMOHHPOBATH CAMOCTOSITENIEHO MJIM B COCTaBE APYTHUX CUCTEM.

CyobekT mocryna (cy0beKT)— JMIO WIM TPOLECC, ACUCTBUS KOTOPOIrO
PEITIaMEHTUPYIOTCS ITPABUIIAMHU PA3TPAHUYECHUS JOCTYIIA.

TexHuyeckuii KaHajJ yTedykd HH(POPMALMHU — COBOKYIIHOCTb HOCHTEI
uHbopmarmy  (cpeacTBa  00pabOTKH), (PM3MYECKOM Cpelmbl  PacipOCTpaHCHUS
WH(QOPMATUBHOTO CHUTHAJA W CPENCTB, KOTOPHIMU JOOBIBACTCS 3alluIiacMast
uH(pOpMaIL.

Tpancrpanunynasi mnepeaadya MNePCOHATbHBIX JAHHBIX —  Tepenaya
MEPCOHANBHBIX JTAHHBIX oreparopoM yepes ['ocynapcTtBenHyro rpanuily Poccuiickon
®denepan  OpraHy BJIACcTH HMHOCTPAHHOTO TOCYAAapCTBA, (U3MUECKOMY WU

IOPUIUYECKOMY JIUIY HHOCTPAHHOT'O TOCY1apCTBA.



Yrpo3bl 0e30I1aCHOCTH NEPCOHATIBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHH U
(GakTopoB, CO3MAIOIIMX OIMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO, JIOCTYIIa K MEPCOHAIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOTO MOXKET
CTaTh YHUUYTOXECHUE, U3MEHEHUE, OJIOKUPOBAHUE, KOMUPOBAHUE, PACIPOCTPAHECHUE
MIEPCOHAITLHBIX JTAHHBIX, a TAKKE MHBIX HECAHKIMOHWPOBAHHBIX JCUCTBUM IMPHU WX
00paboTKe B MHPOPMAITMOHHON CUCTEME TIEPCOHATLHBIX JAHHBIX.

YHU4YTOKEHHE NIEPCOHATBHBIX TAHHBIX — JICUCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBUTHb  COJEP)KAHUE  IMEPCOHAIBHBIX  JAHHBIX B
MH(POPMAIIMOHHONW CUCTEME MEPCOHABHBIX JIAHHBIX WM B PE3YyJbTaTe KOTOPBIX
YHUUTOKAIOTCA MaTepHUaIbHbIC HOCUTEIN NMEPCOHATBHBIX JAHHBIX.

Yr1euka (3amminaemoi) HHEMOPMALMU 10 TEXHHYECKHM KaHAJIAM —
HEKOHTPOJIMPYEMOE pacipocTpaHeHre HHGOPMAIMA OT HOCUTENS 3allUIaeMOn
uHpopMal  yepe3  (UBMYECKYI0 Cpeay JI0 TEXHHYECKOTO  CPEJCTBa,
OCYULIECTBIISIFOLIETO MTepexBaT HH(pOpMaLIUH.

Yupexaenune — yupexaeHUs 3paBOOXPaHEHUs], COUUATIBHOU cepsl, Tpyaa u
3aHATOCTHU.

Va3BUMOCTb — €a00CTh B CPEACTBAX  3alllUThl, KOTOPYH) MOKHO
UCIIOJIb30BATH ISl HAPYILEHUSI CUCTEMbI MJIH COZIEp Kallieiics: B Hell MH(opMalvu.

HesocTHOCT HMH(OPMAIMM — CIIOCOOHOCTh CPEJICTBA  BBIYUCIUTEIILHOM
TEXHUKA WJIA aBTOMATH3MPOBAHHOW CHCTEMBI 00€CredYrBaTh HEU3MEHHOCTD

uHpOpMaIM B YCJIOBHSIX CIYy4alHOTO W/WIM TPEAHAMEPEHHOTO HWCKAKEHUS

(pazpy1ieHus).

10



OBO3HAYEHUA U COKPALLIEHUA

ABC — aHTHBUpYCHBIE CPEJICTBA

APM —aBTOMaTH3UPOBAaHHOE PA0OYEE MECTO

BTCC — BcriomorarenbHbIe TEXHUYECKUE CPENICTBA U CUCTEMBI
NCII 1 — nadopmMaliioHHast cucTeMa MepCOHANBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokanpHasi BEBIYACIUTEIIbHAS CETh

MD — MexceTeBoM 3KpaH

HC/I — HeCaHKIIMOHMPOBAaHHBIN JTOCTYTI

OC — onepalioHHAas CUCTEMa

[1/TH — nepcoOHaAIbHBIE TaHHBIE

[IMB — nporpaMmmMHO-MaTeEMaTHYECKOE BO3ACHUCTBUE

[1O — nporpamMmmHOE obecrieueHue

[IOMUH — noGo4HbIE 37I€KTPOMAarHUTHBIC N3TyYEHHUS X HABOKH
CA3 — cucrema aHanm3a 3alUIIEHHOCTH

C3U — cpeacTra 3ammThl “HGOPMAIUU

C3I1dn — cucremMa (ToicucTeMa) 3allyThl MEPCOHATBHBIX TAHHBIX
COB — cucrema o6Hapy>XeHHUSI BTOP>KEHUN

TKY U — TexHnveckre KaHallbl yTeUKH HH(pOpMaLiu

YBII1/H — yrpo3bl 6€301macHOCTH MePCOHATBHBIX JAHHBIX

11



BBEJIEHUE

Hacrosimas [lonutruka nuH(pOpMalinOHHON 0€30MaCHOCTH  yUpexKACHUs (J1ajee
— Ilonutuka) HMUY «3nopoBeet» ([amee - VYwupexnaenus), pazpadoTaHa
MuHUCTEpCTBOM  3/IpaBOOXpaHEHUs] W COUMaIbHOrO pa3Butus PO, sBigercs
o(pUIIMaTBEHBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU C LIEISAMHM, 3aa4aMHd U MPUHLUAIIAMH
oOecrieueHusi 0€30MaCHOCTU TEPCOHATIBHBIX JAHHBIX M3JIOXKEHHBIX B KoHuenuun
uHpopMarmonnoi 6e3onacHoctu UCIT/] Yupexaenus.

[lonutuka pa3paboTaHa B COOTBETCTBUHM C TpeOoBaHusiMu DenepaabHOTO
3akoHa oT 27 wuwomg 2006 1. Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX» U
noctanoByieHust [IpaButensctBa Poccuiickoit denepannu ot 11 Hosi6pst 2007 r.
Ne 781 «O6 ytBepxkaenun I[lonoxenuss 00 oOecrieueHun  O€30MACHOCTH
NEPCOHANBHBIX JIaHHBIX MpU HX 00paboTke B WH(OPMALMOHHBIX CHUCTEMAaX
MIEPCOHAIIbHBIX JJAHHBIX», HA OCHOBAHUH:

- «PekoMenganmii o oOecnedyeHnto Oe30MaCHOCTH MEPCOHAIBHBIX JaHHBIX
pu UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIX)», YTBEP-
xaeHHbIX 3amectuteneM aqupekropa DCTIK Poccun ot 15.02.2008 r.,

- «TunoBbIx TpeOOBaHMU MO OpraHU3alUUd U 00ECHeUYeHHIO (PYHKIIMOHHPOBA-
HUS WU(GPOBATBHBIX (KpUNTOIPAQUUECKUX) CPEACTB, MPETHAZHAYECHHBIX JISl 3aLIUThI
uHdopMaIuu, HE COAepIKAIICH CBEIEHUMN, COCTABISAIONUX TOCYIapCTBEHHYIO TallHY
B CJIy4Yae M3 MCIOJb30BaHUs AJi oOecrieueHnsi 0€30MacHOCTH MEPCOHANIBHBIX TaHHBIX
npu uX 00padoTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JIAHHBIX)», YTBEP-
)KIeHHbIX pykoBoacTBOM 8 LlenTpa ®CB Poccun 21.02.2008 1. No 149/6/6-662.

B Tlonutuke onpenenensl TpeboBanus k mnepcoHany WCIIAH, creneHb
OTBETCTBEHHOCTH IEPCOHaja, CTPYKTypa U HEOOXOJUMBIA YpOBEHb 3alUIIEHHOCTH,
CTaTyC U JIOJXKHOCTHBIE 00S13aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a 0OecleueHre

6e3omnacHocTu nepcoHanbHbIx AaHHbIX B UCIIJH Yupexaenus.
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Приложение%204%20Концепция%20информационной%20безопасности.doc
Приложение%204%20Концепция%20информационной%20безопасности.doc

1 O01mume moJ1oKeHus

[enbto Hactosuien [lonutuku sBisieTcsa odbecrieyeHre 0e30nacHOCTH O0BEKTOB
3aIUTHl YUPEKIEHUS OT BCEX BUIOB yIpO3, BHEIIHUX U BHYTPEHHUX, YMBIIUICHHBIX
U HeNpeAHAMEPEHHBIX, MUHUMHM3ALMS yiiepOda OT BO3MOXHOW peaqu3aluu Yrpo3
oe3zonacuoctu [1JIn (YBIIH).

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JIOCTUTAETCS MYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIIy4allHOTrO, JOCTylla K II€pCOHAJIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOKET CTaTh YHHUYTOXXECHHE, W3MEHEHHUE,
OJIOKUpOBaHUE, KONMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JAHHBIX, & TaKKe
VHBIX HECAaHKIIMOHUPOBAHHBIX JECHCTBHH.

Nudopmanuss U cBsI3aHHBIE C HEW pecypchbl JTOJDKHBI OBITH JOCTYIHBI IS
aBTOPHU30BaHHBIX IOJIb30BaTeNed. JIOJDKHO  OCYIIECTBIITBCS  CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOJDKHO ~ OCYLIECTBIATHCA ~ NPENOTBpAllCHHE  MPEIHAMEPEHHBIX WM
CJIy4allHbIX, YACTUYHBIX WM IOJHBIX HECAHKIIMOHUPOBAHHBIX MOAM(PHUKALUN WU
YHUYTOXEHUS JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI MpeACTaBieH B llepeuHe mepcoHanbHBIX JAaHHBIX,
NOJIeKAIIMX 3AIUTE.

Cocras UCII/IH mognexanmx 3anure, npeacrasieH B OTtyere o pe3yaprarax

IIPOBE/ICHUS BHYTPEHHEN TPOBEPKHU.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2 O0aacTh aeiicTBus
TpeboBanust HacTosmed [lonUTUKKN pacIpoCTPaHSIOTCS Ha BCEX COTPYIHUKOB
VYupexxaenus: (IUTaTHBIX, BPEMEHHBIX, pa0OTAOMMX O KOHTPAKTY U T.II.), @ TAKKe

BCEX MPOYMX JUIL (OAPSIAUMUKH, Ay AUTOPHI U T.I1.).
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3 Cucrema 3alIUTDBI NCPCOHAJBHBIX TaHHbIX

Cucrtema 3amuThbl nepcoHanbHbIX qaHHBIX (C3I11H), cTpouTcs Ha OCHOBaHUWU:

- OT4era o pe3yapTaTax NpOBEACHUS BHYTPEHHEN NPOBEPKH;

- [lepeuns nepcoHAIbHBIX JIAHHBIX, MTOJIEKAIIUX 3aIIUTE;

- AkTa xnaccudukanyy nHOOPMAMOHHON CUCTEMBI IEPCOHAIBHBIX JAHHBIX;

- Mogenu yrpo3 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX;

- [lono>keHust 0 pasrpaHUYEHUH TPaB JOCTyMa K oOpabaTbiBaeMbIM MEPCO-
HaJIbHBIM JIAHHBIM;

- PykoBogsamux nokymeHToB @CTIK u ®Ch Poccun.

Ha ocHOBaHMM 3TUX JOKYMEHTOB OIpEAeNsIeTcsl HEOOXOIWMBbIH YpOBEHb
ammmieHHoctT [I/Jn kaxmonn WCII[AH VYupexnenus. Ha ocHoBaHum aHanusa
aKkTyalbHbIX yrpo3 OesomacHoctu I[1/[H ommcanHoro B Monenu yrpo3 m Otuera o
pe3yapTarax NpPOBEAECHUsS BHYTPEHHEHM MNPOBEPKE, MAENACTCA 3aKIIOYECHHE O
HEOOXOJMMOCTH HCHOJb30BAaHUSI TEXHUYECKHX CpPEICTB M OpraHU3alMOHHBIX
MeponpuaTuid ans obecnedeHus: O6ezonacHocty [1/IH. BriOpanHble HEOOXOaUMBIE
MeponpusTus oTpaxatorcs B [lnane meponpusituii mo odecrneueHuto 3ammrsl [1J[H.

Hns xaxngoit UCIIJIH nobkeH OBITh COCTaBJIEH CIHUCOK HCHOJIb3yEeMbIX
TEXHUYECKUX CpPEIACTB 3allUThl, a TaK € NPOrpaMMHOr0 OOecredeHHs
ydacTBytomero B o0opadotke 111, Ha Bcex anmemenTax MCIIIH:

- APM nonws3oBarenei;

- CepBepa NpUII0KEHU;

- CYB/;

- I'panuna JIBC;

- KananoB nepenaun B ceTu oOLIETro MOJb30BaHUS U (WMJIM) MEXKIYHAPOTHOTO
oOMeHa, eciu o HuM nepeaatorcs [1/1H.

B 3aBucumoctn ot ypoBHs 3ammmieHHoct MCIIJIH m akTyanbHBIX yrpos,
C3I1/1x MOKeT BKJIIOYATh CIEAYIOIINE TEXHUYECKHE CPEICTBA:

- QHTUBUPYCHBIE CPEJICTBA JJIsl pabOUMX CTAHIIUM MMOJb30BaTEIEH U CEPBEPOB;

- CpeacCTBa MCIKCETCBOI'O 9KPAHUPOBAHMA,
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Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- Cpe/CTBa KpUINITOrpapuyecKon 3amuThl HHGOPMAIIUU, TIPU Tepeaade 3aliu-
naeMor HHQpOpMaIu MO0 KaHaJlaM CBSI3H.

Tak ke B CHOHCOK JIOJDKHBI OBITh BKIIOYCHBI (DYHKIIMM  3allWTHI,
obecrieunBaeMble INTAaTHBIMH cpeacTBaMu oOpabotku [IJI[H omnepanroHHBIMU
cucremamu  (OC), mnpuknagaeiMm [0 w©  cneuMalbHBIMM ~ KOMIUIEKCAMH,
peanu3yronmMMu cpencTBa 3amuThl. CIMCOK PYHKITUHN 3alUTHI MOXKET BKIIFOUATh:

- YIpaBJICHUE U Pa3rpaHUUYCHUE JOCTYMa MOJIb30BATEIICH;

- PEeruCTpaIyio U y4eT JeHCTBHI ¢ nH(popMalne;

- obecrieueHue 1EeJTOCTHOCTH JTaHHBIX;

- OOHapy>KEHHE BTOPKEHUIA.

Cnucok MCHOJNB3YEMbIX TEXHUUYECKUX CpEICTB oOTpaxaercss B I[lnane
MEpOTPUATUA TO OOECIEYEHHUIO 3alUThl TMEPCOHANBHBIX JaHHBIX. CHHCOK
UCIIOJIB3YEMBIX CPEJCTB JOJKEH MOJJIEPKUBATHCS B aKTyaJdbHOM cocTOsiHUM. [Ipu
M3MEHEHHH COCTaBa TEXHMYECKHUX CpEACTB 3amuTbl win 3nemeHToB WCIIH,
COOTBETCTBYIOIINE U3MEHEHHS JIOJDKHBI ObITh BHECEHBbI B CIHCOK W YTBEPKICHBI
PYKOBOJUTENEM Y UPEKACHUS UM JIUIIOM, OTBETCTBEHHBIM 32 00€CIIEYEHUE 3AIIUThHI

IT1H.
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

4 TpeooBanus k noacucremam C3I1/In

C3I1dn BrIItOYaeT B ce0sl CIAEAYIONINE MOJACUCTEMbI:

- YIIpaBJIEHUS JOCTYIIOM, PETUCTPALMN U YUETA;

- o0ecreyeHus EIOCTHOCTH U IOCTYIHOCTH;

- AHTUBUPYCHOM 3aILINUTHI;

- MEXCETEBOI0 DKPAHUPOBAHMS;

- aHaJIM3a 3alMIIEHHOCTH;

- OOHapy>KEHUs BTOP>KECHHI;

- KpunTorpapu4ecKoi 3aiuThl.

[Moacucremsr C3II[AH uMMerOT paznuyHbldi (YHKIHOHAT B 3aBUCUMOCTH OT
kinacca MCII[IH, ompenenenHoro B AKTe KilacCU(pUKALMK HHPOPMALUOHHOM
CUCTEMBI TMEPCOHAIBHBIX JaHHBIX. CIUCOK COOTBETCTBUS (DYHKIMI TOJICHCTEM

C3I1/Ix knaccy 3alMIIEHHOCTH NpeACTaBieH B [[punoxenun.

4.1 lloacucremMbl ypaBJieHUs: JOCTYIIOM, PErUCTPALIMU U yYeTa

[TogcucreMa ympaBieHHsI AOCTYIIOM, PETHCTpallMd U y4eTa IMpeaHa3HaueHa
JUISL peau3aiiu CIeayomuX QyHKIUI:

- WICHTU(PUKAIIMY U TPOBEPKA MOUIMHHOCTH CyOBEKTOB JIOCTYIIA MPHU BXOJE B
NCIIdH;

- UICHTU(PUKAUMHU TEPMHHAJIOB, Y3JIOB CETH, KaHAJOB CBA3M, BHEIIHHUX
YCTPOMCTB MO JTIOTUYECKUM UMEHAM;

- UICHTU(PUKALUU [IPOrpaMM, TOMOB, KaTajoroB, (pailnos, 3anucei, noueu 3a-
MMCcel Mo UMEHaM;

- perucTtpaium Bxojaa (BbIxoAa) CyObEKTOB JOCTYIAa B CUCTEMY (U3 CHUCTEMBI),
aM00 perucTpanus 3arpy3kd M MHUIUAIU3alUKd ONIEPAIMOHHON CUCTEMBI U €€ OCTa-
HOBA.

- pEeTUCTpaIy MONBITOK JI0CTYyNa MPOrpaMMHBIX CPEACTB (IIporpamMm, mporuec-
COB, 33/1a4, 3aJaHuil) K 3aUIuIIaeMbIM (paitnam;

- PETUCTPALIMK TOMBITOK JOCTyIla IPOTPAMMHBIX CPEJCTB K T€pPMUHANIaM, Ka-
HajaM CBSI3H, porpaMMaM, TOMaM, Karajoram, (aiiyam, 3arucsam, MoJisiM 3arucei.
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Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc

[ToncucTema ympaBiieHUsT TOCTYIIOM MOXKET OBITh pealii30BaHa C MOMOIIBIO
HMITATHBIX cpencTB 00padotku [1/]H (onepanroHHbIX cucTeM, npuioxkennit 1 CYB/]).
Tak xe MOXeT OBITb BHEIPEHO CIENHUATLHOE TEXHUYECKOE CPEICTBO WM UX
KOMIUJICKC ~OCYIICCTBIISIONINAE JOMOJHUTEIbHBIE MEpPhl 10 ayTeHTU(PUKAIUU U
KOHTpOIO. Hampumep, mNpuMeHEHHWE €IWHBIX XPaHWIHIL YYCTHBIX 3alliCeH
MOJIb30BaTENICH U PETUCTPAIMOHHON WH(POPMAITUH, UCIIOIH30BAaHIUE OMOMETPHUICCKUX

U TEXHUYECKUX (C MOMOIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEp ayTeHTHU(UKAUUU U

IPYTHUX.

4.2 Tloncucrema odecnevyeHus EJTOCTHOCTH M IOCTYITHOCTH

[Toncucrema obecrieueHus: EIOCTHOCTH M JOCTYHHOCTH IpeaHa3HauYeHa s
oOecrieyeHus: LEeNOCTHOCTU W AocTynHOcTH IIJIH, mporpaMMHBIX W anmapaTrHbIX
cpenctB UCII[IH YupexneHus, a Tak K€ CpPEACTB 3alUTHI, IPU CIyYalHOW WU
HaMEpEHHON MOAN(UKALINH.

[Toncucrema peannsyercs ¢ TOMOIIBIO OPTAHU3ALMHN PE3EPBHOTO KOTMPOBAHUS
oOpalaTblBa€MbIX JAHHBIX, @ TaK JXK€ PE3EPBUPOBAHMEM KIIIOUEBBIX 3JIEMEHTOB

WUCTITx.

4.3 IloacucreMa aHTUBUPYCHOM 3aIUTHI

[Toncucrema aHTUBHPYCHOM 3alUTHl IpeJHA3Haue€Ha Uil oOecreyeHus
aHTUBUPYCHOM 3anThl cepBepoB U1 APM nons3oBareneit UCIx YupexaeHus.

CpencrtBa aHTHUBUPYCHOW — 3alllMThl  MPEJHA3HAYEHbl JUIA  pealv3aluu
CIETYIOIINX (PYHKITHIA:

- PE3UICHTHBI AHTUBUPYCHBI MOHUTOPUHT;

- AaHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-OJIOKUPOBAHHE;

- LIECHTPAJIM30BAHHYIO/YIaJICHHYIO YCTAaHOBKY/JEUHCTAJUISILIMIO AHTUBUPYCHOTO
IIPOJYKTa, HACTPOMKY, aAMUHHUCTPUPOBAHUE, MPOCMOTP OTYETOB U CTATUCTHUYECKOU
uHbopmMaruu 1mo padboTe MPOAYKTa;

- aBTOMAaTU3WPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;
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- OTpaHMYECHHE TPaB IMOJH30BATENA HAa OCTAHOBKY HMCIIONHSAEMBIX 33734 M U3-
MEHEHHUsI HACTPOEK aHTUBUPYCHOTO MPOrPaMMHOI0 00eCIIeueHus;
- aBTOMaTHYECKHI 3aIlyCK cpa3y IMOCIe 3arpy3Ku ONEPAlMOHHON CHCTEMBI.
[logcucrema peanusyeTcsl MyTeM BHEIPEHUS CIEUUATbHOTO AHTHBHPYCHOTO

nmporpaMmmMHOro ooecnedenus Ha Bce anemeHTsl MCII/IH.

4.4 TloncucreMa MeKCeTeBOr0 IKPAHUPOBAHUS

[TogcucrteMa MEKCETEBOrO SKpPAHUPOBAHUS NMpEAHA3HAYEHA I pealiu3alun
CIIeAYIOMUX (PyHKITHIA:

- GuIbTpalMM OTKPHITOrO M 3ammdpoBaHHOro (3akpeitoro) IP-tpaduka mo
CJIIEAYIOIINM MTapaMeTpam;

- ¢UKCcali BO BHYTPEHHHUX >XypHajax MHGOpMAIMU O MPOXOASIIEM OTKPHI-
TOM U 3aKpbIToM [P-Tpaduxe;

- uAeHTU(DUKAIUKN U ayTeHTU(DUKALUIO aIMUHUCTPATOPa MEKCETEBOTO IKpaHa
IIPU €ro JIOKaJIbHBIX 3allpocax Ha JOCTYIL;

- perucTtpaiuu Bxona (BbIX0/la) aJMHUHHCTPATOpa MEXKCETEBOTO dKpaHa B CH-
cTteMy (M3 CUCTEeMBbI) MO0 3arpy3Ku U MHUIIUAIM3AIUNA CUCTEMBI U €€ TTPOTPaMMHOTO
OCTaHOBA;

- KOHTPOJIS IETIOCTHOCTH CBOEH MPOTpaMMHOM ¥ HH(POPMAIIMOHHOM YacTH;

- (UIBTpaIMU TTAKETOB CIIYKEOHBIX TPOTOKOJIOB, CIYKAIUX ISl TUAarHOCTUKU
U yTpaBJeHus paboTOM CETEBBIX YCTPOMCTB;

- GUIBTpalMi C YYETOM BXOJIHOTO M BBIXOJHOTO CETEBOro MHTepdeiica Kak
CPENCTBO MPOBEPKHU MOJJIMHHOCTH CETEBBIX a/IPECOB;

- PETUCTPALIMY U yYeTa 3allpalliBaeMbIX CEPBUCOB MPUKJIATHOTO YPOBHS;

- OJIOKMUpPOBaHMS JOCTyIa HEUJICHTHU(PUIUPOBAHHOTO OOBEKTAa WIM CYObEKTa,
MOJIJTMHHOCTH KOTOPOTO MPH ayTeHTU(UKAIINK HE MMOATBEPAUIACH, METO/IaMU, YCTOM-
YUBBIMHU K TIEPEXBATY;

- KOHTPOJISI 32 CETEBON aKTUBHOCTHIO MPWIOKEHUN U OOHAPYKEHHUSI CETEBBIX

aTrak.
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HOI[CI/ICTCMa PCAIM3YCTCA BHCAPCHUEM IMPOTPAMMHO-AIIIAPATHBIX KOMILICKCOB

MEXCETEBOT0 dKpaHrpoBanus Ha rpanulie JICB, kinaccom He HuXke 4.

4.5 MMoacucTreMa aHAJIN3A 3ALIHIEHHOCTH

[Toncucrema aHanu3a 3allMLICHHOCTH, JOJDKHA OO€CIeYMBAaTh BbISBICHUS
yS3BUMOCTEM, CBSI3aHHBIX C omuOkamu B KoH(urypauuu 110 HUCIIAH, xoTOpbIe
MOTYT OBITh UCITOJIb30BAaHbl HAPYIIHUTENIEM ISl peau3alii aTakh Ha CUCTEMY.

@OyHKIMOHAI MOJCUCTEMBI MOMKET OBITh pEaIu30BaH IPOrPaMMHBIMH U

IIPOTPaMMHO-ANNAPATHBIMU CPEACTBAMH.

4.6 lloacucrema oOHAPYKEeHHUS BTOPKEHMIt

[Toncucrtema oOHapyKEHUS BTOPXKCHHH, JODKHA OOECICUMBATh BBISBICHUC
ceTeBhIX atak Ha 3neMeHTsl CII/IH mogkiIFoueHHBIC K CETSIM OOIIEro Moab30BaHus 1
(MII) MEXTYHApPOJHOTO OOMEHA.

OYHKIMOHAII TOJCHUCTEMBbl MOXET OBITh peaju30BaH IPOTPaMMHBIMH U

IIPOTPaMMHO-ANNAPATHBIMHU CPEJACTBAMH.

4.7 lloacucremMa KpunTorpagpuueckoi 3alUThI

[loncucrema kpunTOrpaguUecKor 3alIUThl MpPEAHA3HAYEHA I MCKIIOYEHUS
HC/I x 3amumaemoii uadpopmaruu B UCIIJIH Yupexnenus, npu ee mepenadu o
KaHajaM CBSI3U ceTel 0OIIETro MoJIb30BaHus U (UIIM) MEKIYHApOAHOTO OOMEHa.

[loncucrema peanusyeTcsi BHEIPEHUST KpUNTOrpapuuecKux MpOrpamMMHO-

aIlrrapaTHbIX KOMIIJICKCOB.
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5 Hoan3oBatean UCIIAn

B Konuenuun wuHQOpMAMOHHON 0€30MaCHOCTH OMNPEIEIIEHbl OCHOBHBIE
KaTeropuu Imosib3oBaTeneil. Ha oOCHOBaHMM 3THX KaTeropuu JOJDKHA OBITh
npousBeaeHa tunusanus nouas3osareneid MCII/IH, onpeneneH ux ypoBeHs JOCTyIIA U
BO3MOYXHOCTH.

B UCIIJH VYupexnaeHus MOXKHO  BBIIEIUTh  CICAYIOIIHE TPYMIbI
I0JIb30BaTENEH, yuacTBYIOIIMX B 00paboTke U XxpaHneHuu I1/1H:

- Anmunuctparopa UCI/H;

- AIMuHHCTpaTopa 0€30MacHOCTH;

- Oneparopa APM;

- AIMUHHCTpPATOpa CETH,;

- Texanueckoro cnenuaincra Mo oOCIyXUBaHUIO NepudepuitHoro odopyao-
BaHUS;

- [Iporpammuct-pazpadorunk MCII/IH.

JlarHple 0  rpymmax  IOJIb30BaTeNAX, YPOBHE MX  JOCTyna H
MH()OPMUPOBAHHOCTU JOJIKEH ObITH OTpaxkeH B [lojokeHne o pa3rpaHUYeHUH MpPaB

A0CTYIIa K 06pa6aTI>IBa€MBIM IICPCOHAJIbHBIM JaHHBIM.

5.1 Aamunucrparop UCII/In

Anvmunuctpatop HWCIIH, coTpynHuK YupexaeHus, OTBETCTBEHHBIH 3a
HACTPOWKY, BHEJPEHUE 151 conmpoBoxaeane  MCII/H. ObGecrneunBaet
byHKIMOHUPOBaHUE MOACUCTEMBI yrpaBieHus: noctynom WCII[AH u ynomHomoueH
OCYUIECTBJISAThH MPEAOCTABICHNE U pa3rpaHUUYCHHE J0CTyIa KOHEYHOTO MOJIb30BATEINS
(Oneparopa APM) K asieMeHTaM XpaHSUIUM EPCOHATIbHBIE TaHHBIE.

Anmvunuctpatop UCIT[IH o6manaer ciaenyomyM ypoBHEM JIOCTYIIA U 3HAHUH:

- o0aaer nojaHoW UHPOpMalUe 0 CUCTEMHOM U TPUKJIAAHOM MPOrPAMMHOM
obecneuernuu UCII/H;

- o0amaet noHoM nHpopMaIuel 0 TEXHUYECKUX CPEICTBAX U KOH(UTYpaluu
NCIIdn;

- UIMEET JIOCTYI KO BCEM TEXHUYECKUM CpEACTBaM 0OpabOTKH MHPOPMAINH U
nanubiM UCITIH;
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- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS W aJIMHUHUCTPATUBHOM HACTPOMKHU

texaudeckux cpeacts MCIIH.

5.2 AIMUHHCTPATOP 0€30MACHOCTH

AnMuHHCTpaTOp O€30MACHOCTH, COTPYAHUK YUpexkKIACHHs, OTBETCTBEHHBIN 3a
¢ynkmuonupoBanue  C3I1JIn, Bkimouas  oOchmy>KMBaHWE W HACTPOMKY
aIMUHHACTPATUBHOM, CEPBEPHOMN U KIIMEHTCKOM KOMIIOHEHT.

AnMuHHCTpaTOp 0€30MacHOCTH 00JIaJaeT CIEAYIONIMM YPOBHEM JOCTyHa H
3HAHUMU:

- obnamaer npaBamu Anmunuctparopa UCIIH;

- obnamaer nonHou undopmarueit 06 UCIIH;

- UIMEET JIOCTYI K CPeACTBaM 3alIUThl MH()OPMALIMA U MPOTOKOJIUPOBAHUS U K
yacTH Kto4eBbIx aneMeHToB UCII/IH;

- HE UMEET MpaB JIOCTYMNA K KOH(QUTYPUPOBAHUIO TEXHUUYECKUX CPEJCTB CETH 32
VCKIIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnmuHHCTpaTOp 0€30MaCHOCTU YIIOJTHOMOYEH:

- p€anu30BbIBATh MOJUTUKHN Oe30macHOCTH B yacTu HacTporiku CK3U, mexce-
TEBbIX PKPAHOB U CUCTEM OOHApYKEHMs aTakK, B COOTBETCTBHM C KOTOPHIMHU MOJIb30-
Barens (Oneparop APM) nonydaet BO3MOKHOCTh padoTaTh ¢ anementamu UCIIH;

- OCYLLECTBJISITh AyAUT CPEICTB 3ALINTHL;

- YCTaHaBIMBATh JOBEPUTEIIBHBIC OTHOLICHUS CBOEH 3ALUIICHHON CETH C Ce-

TAMH APYTUX YUPEKICHUMN.

5.3 Onepatop APM

Omneparop APM, coTpynHUK YUpEKICHHS, OCYIISCTBISIOMUA 00paboOTKy
[I1n. OG6pabotka IIJ[H BkitOYaeT: BO3MOXKHOCTh NpocMoTpa [1J[H, pydyHOli BBOA
[ B cucremy UCII[H, dopmupoBaHre CIpaBOK U OTUYETOB MO HHGOPMAIIHH,
nonyuyeHHod u3 HWCIIJl. Omnepatop He HMEET MOJHOMOYMI IS YHpaBICHUS
noacucteMamu oopaboTku nanubix U C3I1J[H.

Omnepatop UCII/IH obnagaeT cieayronM yYpoBHEM JOCTyNA U 3HAHUK:
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- o0JaaeT BceMH HEOOXOJMMBIMHU aTpulOyTaMu (HarpuMmep, mapojem), odec-
MIEYUBAIOIIMMHU JOCTYT K HEKOTOpOMY MToAMHOXecTBY [1J1H;

- paciiojaracrt KOHCI)I/II[eHL[I/IaJIBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

5.4 AAMMHHCTPATOP CeTH

AIMUHHCTPATOp CETH, COTPYAHUK YUpPEKIEHUSA, OTBETCTBEHHBIA 3a
(GYHKIIMOHUPOBAHKE TEJIEKOMMYHUKAITUOHHON IIOJICUCTEMBI NCIIAH.
AJIMUHUCTpPATOp CETH HE HMMEET IOJHOMOYMU ISl YIPaBICHHS IOJCUCTEMaMU
00pabOTKM TaHHBIX U 0€30MTaCHOCTH.

AMUHHUCTpATOp ceTH 00Ja1aeT CIEAYIOIIUM YPOBHEM JIOCTYIIA U 3HAHUIL:

- o0yagaeT yacThi0 MHPOPMAILIMU O CUCTEMHOM U MPUKIATHOM MPOrPaMMHOM
ooecrieuernun UCII/IH;

- o0yagaeT yacTbio MH(POpPMAIIMKM O TEXHUUYECKUX CPEACTBAX U KOH(UTypaluu
NCIIH;

- UMeeT (PU3MYECKUN JOCTYN K TEXHUYECKUM CpeAcTBaM o0paboTku HUHQOP-
MalWHU U CPEICTBAM 3aLIUTHL;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5 TexHnuyeckuii CeUAIUCT MO 00CTYKMBAHUIO nepudepuiiHOrO
o0opyaoBaHMsI

TexHUYeCKUi CIEeNUaTuCT 1O OOCITYXUBAHUIO, COTPYAHHUK YUpEeXKICHHUS,
OCYILECTBIISIET OOCITY>KMBAaHWE M HACTPOMKY mepudepuitHoro o000pyAOBaHUS
NCTIIn. TexHuueckuii crenuagucT Mo oOCIyKHBaHUIO HE uMeeT aoctyna k [1/1H,
HE WMEET TIOJHOMOYMHN JiS YIpaBJICHUs MOACUCTEMaMU OOpaOOTKM JaHHBIX H
0€30MacHOCTH.

TexHrYeCcKuil CIEIUANNCT MO 00CITYKMBAaHUIO 00JIaIaeT CIeNYIONUM YPOBHEM
JIOCTYIIa ¥ 3HAHUU:

- 00JaaeT 4yacThio UHPOPMAIIUUA O CUCTEMHOM M MPHUKIATHOM MPOTPAMMHOM

obecneuernnu UCII/H;
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- o0aaeT 4yacThio HHMQOPMAIMU O TEXHUUYECKUX CPEACTBaX M KOH(UTYpALUH
NCTIH;

- 3HACT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIBHOC UM JOCTYIIA.

5.6 IIporpammuct-pazpadorunk UCII/In

[TporpaMMuCTBI-pa3paOOTUUKK (MOCTABIIMKHN) MPUKIAHOTO MPOTPAMMHOIO
oOecrieueHus, 00eCIeYMBaIOIINE €ro COMPOBOXKACHUE Ha 3aluiaeMoM oobekte. K
JTAHHOM TpyMIie MOTYT OTHOCUTBCSI KaK COTPYJIHUKH YUPEKIACHUS, TaK U COTPYAHU-
KU CTOPOHHHUX OpraHU3alui.

JInmo »Ton Kateropuu:
- obnagaetr uHpopmaluen o0 aropuTMax U mnporpammax oopadboTku uH@op-

Manuu Ha MUCI1/IH;

- 00J1aJaeT BO3MOXHOCTSIMU BHECEHHUS OILIMOOK, HEACKIAPUPOBAHHBIX BO3-
MO>KHOCTEH, MPOTPaMMHBIX 3aKIaJ0K, BPEIOHOCHBIX MPOrpaMM B MPOrPaMMHOE
obecneuenne MCII/Ix Ha craguu ee pa3pabOTKH, BHEIPEHUS U COMPOBOKICHMUS;

- MOXET pacrnojlaratb JOObIMH (pparMeHTaMu HH(OpPMALUKA O TOIOJIOTUU
NUCIIIH 1 TexHuueckux cpeacTBax o0padoTku u 3aumThl [1/1H, oOpadaTeiBaeMbIX B

WUCTIIn.
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6 TpeGoBanusi K mepcoHay no odecnedeHuro 3amuThl I1/1H

Bce corpynnuku YupexiaeHus, sBisitomuecs nons3oBarensimu  UCII/IH,
JIOJKHBI YETKO 3HATh U CTPOTO BBINOJHATH YCTAHOBJIECHHBIC MPAaBUJIa U 00S3aHHOCTH
0 JOCTYIy K 3allMIIaeMbiM OOBEKTaM M COOJIIOJICHUIO TMPHUHATOTO PpPEKUMa
oe3omacuoctu I1/1H.

[Ipn BCTymieHMHM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEMOCPEICTBEHHBIN
HAaYaJIbHUK TOJpa3/IeNICHUs], B KOTOPOE OH TMOCTyINaeT, 00s3aH OpraHu30BaTh €ro
O3HAKOMJICHUE C JOJDKHOCTHOW HMHCTPYKIHEH U HEOOXOAUMBIMU JIOKYMEHTAMH,
periiaMeHTupyronmmMu TpedboBanust no 3amute [1/1H, a Takke oOyueHue HaBBIKAM
BBITIOJIHEHUS TIPOLIEYP, HEOOXOIUMBIX JJIsi CAaHKIMOHUPOBAHHOTO HCIIOJIb30BAHUS
NCII .

CoTpyIHUK JT0KEeH ObITh 03HAKOMJIEH CO CBEJICHUAMH HacTosien [lonmutuku,
NPUHATHIX Tpouenyp padotsl ¢ anementamu UCITH u C3I1/1H.

CotpynHuka  YUpexJIEeHHUs, UCIHOJb3YIOINE TEXHUYECKHE  CpEJICTBA
ayTeHTU(PUKalUM, JOJDKHBI  00€CleuynBaTh COXPAHHOCTh  MJICHTU(PHUKATOPOB
(anekTpoHHBIX Kitodeil) u He aomyckaTth HCJ] k HHMM, a Tak € BO3MOXHOCTh UX
yTEPU WIH UCTOJIb30BaHUS TpeThbUMHU JullaMu. [lonp30BaTenu HECYT NEPCOHAIBHYIO
OTBETCTBEHHOCTH 32 COXPAHHOCTb UJCHTU(PUKATOPOB.

CotpynHuKkd YUpexJIeHUs! TOKHBI CIEJ0BAaTh YCTAHOBJIEHHBIM MpOoleIypam
nojazepxanus pexkuma 0e3omnacHoctu [1IH npu BeIOOpE U MCTIOIB30BAHUM MApOJICH
(ecyii HE UCTIOJIB3YIOTCSl TEXHUUECKUE CPENICTBA ayTEHTU(UKALIIN).

Cotpynnuku YUpeKIeHUs] ODKHBI 00€CTeurBaTh HAJIEKAIIYI0 3alluTy
000pyZI0BaHUs, OCTABJISIEMOTO 0€3 MPUCMOTpPa, OCOOCHHO B TeX CIlydasiX, Korja B
MIOMEIIEHNE UMEIOT JIOCTYI MOCTOPOHHME Jinia. Bce mosb30BaTeny AOJLKHBI 3HATH
TpeboBanusi 1o Oe3zomacHoctu [I/lH w mpoueaypbl 3amuThl  00OpPYHAOBAaHMS,
OCTaBJIEHHOT'O 0€3 MPUCMOTpPa, a TaKXKE€ CBOM OOS3aHHOCTH IO OOECIEYEHUIO TaKOM
3alUTHI.

CoTpynHMKaM 3alpeliaeTcss YCTaHABIMBATH IMOCTOPOHHEE MPOrPAMMHOE
obecrieueHue, TMOJKIIOYATh JIMYHbIE MOOWIBHBIE YCTPOMCTBA U  HOCHUTEIH

I/IH(I)OpMaI_II/II/I, d TaK K¢ 3allMChIBATh HAd HUX 3al[UIIACMYTO I/IH(l)OpMaI_[I/IIO.
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc

CoTpyaHukaMm 3ampemaercs pasrjiamarh  3alldilaeMyro  HH(opmaiuio,
KOTOpasi cTajla UM U3BeCTHa Mnpu padore ¢ HUHGPOPMAIMOHHBIMU CHUCTEMaMU
YupexneHus, TpETbUM JIULIAM.

[Tpu padote ¢ [11n B UCIIIH coTpyanuku YupexaeHus 00s3aHbl 00€CTIeunTh
OTCYTCTBHE BO3MOXHOCTH npocmotpa II/[H TpeTtbumu nmuamu ¢ MoHUTOpoB APM
WJIU TEPMUHAJIOB.

[Tpu 3aBepuienuu padotel ¢ UCII[AH corpynnuku o0si3anbl 3amututh APM
WIM TEPMUHAJBI C IMOMOIIBIO OJOKMPOBKU KIIFOUOM HJIM 3KBUBAJIEHTHOI'O CPEJICTBA
KOHTPOJIsl, HAIlpUMEP, TOCTYIIOM I10 MapOoJIt0, €CIIM HE UCTIOIb3YI0TCS 00siee CUITbHBIC
CPEIICTBA 3aIMTHI.

CotpynHuku YupexaeHus IOJDKHbI OBbITh MPOMH(POPMHUPOBAHBI 00 Yrpo3ax
HapylieHus pexxkuma Oe3ornacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro HapyIICHHE.
OHU JO0JDKHBI OBITH O3HAKOMJIEHBI C YTBEPXKIECHHOM (hopMalibHON MpoLe ypoi
HaJIO)KEHUSI AUCUUIUIMHAPHBIX B3bICKAHUW Ha COTPYAHUKOB, KOTOPBIE HAPYIIWIHA
MPUHSATHIC MOJTUTHUKY U TPoIeaypbl 6e3onacHoctu [11H.

CotpynHuku 00s13aHbl 0€3 MPOMEICHUsI coo0IaTh 000 BCEX HAOII0aeMbIX
WM MIOJ03pUTENbHBIX citydasix padotel UCII/IH, Morymux mnosjieds 3a cO00# yrpo3bl
oezonmacHoctu [I/[H, a Takke O BBIABICHHBIX UMHU COOBITHSX, 3aTpardBarONINX
oe3onacHocTh [I/[H, pyKOBOACTBY NOApa3ieNeHUss W JIMIy, OTBEYAIOIIEMy 3a

HEMEIJICHHOE pearupoBaHre Ha yrpo3sl 6e3omacHocT I1/1H.
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7 JlozkHOCTHBIE 00si3aHHOCTH mosib3oBaTesneil MCIIIn
JlomokHOCTHBIE 00s13aHHOCTH Tostb3oBatenet MCIIJIH omucanbl B ClIEAYIOIIMX
JIOKYMEHTAX:
- Uuctpykuus agmuuanctparopa UCIdH;
- UncTpykuus agmuarcTparopa 0e3onacHoctu UCI/IH;
- UucTpykums noas3osarens UCIIH;

- I/IHCTPYKHI/IH IMOJb30BAaTCIIA ITPHU BO3HHUKHOBCHHUH BHCIITATHBIX CHTyaHHﬁ.
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8 OTBercTBeHHOCTH COTPYAHMKOB UCII/IH Yupexkaenus

B cootBercTBUM cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit deaepanuu ot
27 wrona 2006 r. Ne 152-@3 «O nepcoHaldbHBIX AAHHBIX)» JULA, BUHOBHBIE B
HapyleHuu TpeOoBaHU naHHOrO DefepalibHOrO 3aKOHA, HECYT TPaKIaHCKYIO,
YTOJIOBHYIO, aJIMUHUCTPATUBHYIO, NUCIUIUIMHAPHYI0O U HHYIO MNPEIYyCMOTPEHHYIO
3aKoHoAaTenbCTBOM Poccuiickon denepanni OTBETCTBEHHOCTbD.

JelicTBytolee 3akoH01aTeabcTBO PD 1mo3BoIIA€T NPeAbsaBIsATh TPEOOBAHUS 11O
oOecnieueHnto  OezomacHOM  paboThl ¢ 3ammmiaeMoid  umHpopMmanuedn U
MpEAyCMaTPUBAET OTBETCTBEHHOCTh 3a HAPYUIEHUWE YCTAHOBJEHHBIX IPABUII
skcrtyaranii 9BM u cucreM, HepaBOMEPHBIM JOCTyN K MHPOpPMAIMU, €CIIU 3TU
JNEUCTBUS TIPUBEIIM K YHUYTOXKECHHIO, OJIOKMPOBAHUIO, MOAU(UKAIIUU UHPOpMALIIN
Wi HapylieHuto padbotel OBM unu ceteit (cratbu 272,273 u 274 YK PO).

Anvmunuctpatop MCIIlH u  agMuHHCTpaTOop  0€30MAaCHOCTH  HECYT
OTBETCTBEHHOCTh 3a BCE JCHCTBHS, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3aIuceu
WIN CUCTEMHBIX YYETHBIX 3alHCEH, €Clii He JOKa3aH (paKT HECAHKIIMOHUPOBAHHOTO
MCMOJIb30BaHUs YUETHBIX 3aIKCEH.

[Ipn HapylmieHHSX COTpYyIHMKaMH YupexaeHus — noisb3oBareneid WNCII/IH
MpaBW, CBS3aHHBIX C Oe3omacHOCThIO IIJ[H, OHM HecyT OTBETCTBEHHOCT,
YCTAHOBJIEHHYIO JEUCTBYIOIINM 3aKOHOAATENLCTBOM Poccutickon denepanuu.

[IpuBenenubie BbIIE TPEOOBAHWS HOPMATHUBHBIX JOKYMEHTOB IO 3alllUTE
uHpopMalu  JOJDKHBI OBITH OTpakeHbl B IloNOXKEHHSIX O MOJpa3iesIeHUsIX
Yupexnaenus, ocymecTBisomux o6padorky [1[ln B8 UCIIJIH u 10MIKHOCTHBIX
UHCTPYKLHSAX COTPYAHUKOB Y UPEKICHUS.

Heobxoaumo BHectn B IlonokeHus O mnoApasfeseHus X YUpexIeHus,
ocymectBisitomux oopadotrky I1JIln B UCII[In cBeneHuss 00 OTBETCTBEHHOCTH HX
PYKOBOJWTENIEW W COTPYAHUKOB 33 pA3MIAIICHUE W HECAHKIMOHUPOBAHHYIO
Moaudukanuio (uckaxenue, anbcuduxanuio) I1/IH, a Takke 3a HENpaBOMEPHOE

BMEIIATEIHCTBO B MPOIECCH MX aBTOMATU3UPOBAHHON 00pabOTKH.
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9 Cnucok UCIo0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHUBHO-TIPABOBBIMH W METOJIMYECKUMHU JOKYMEHTAMH, Ha
KOTOpBIX Oazupyertcs HacTosee [lonoxxenue sBISIOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mepcoHaIbHBIX JaH-
HbIX» (nanee — @3 «O mepcoHANIbHBIX JAHHBIX)»), YCTAaHABIMBAIOIIUA OCHOBHBIC
NPUHITUIBI U ycioBus oOpabotku [1JIH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHUH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «ITomoxxenne 00 obecrieyeHHH 0€30MAaCHOCTH MEPCOHANBHBIX JAaHHBIX MpPU
X 00paboTke B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX», YTBEPKICH-
Hoe [loctanoBnenuem IIpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «[Topspok mpoBeneHust KiaccuuKauyu HHGHOPMAIMOHHBIX CHCTEM IIEpPCO-
HaJIbHBIX JTaHHBIX», YTBEpKIAeHHbIA coBMeCTHBIM [Iprukazom ®CTIK Poccun Ne 55,
®CBb Poccun Ne 86 1 Munnndopmcepsizu PO Ne 20 ot 13.02.2008 r.

4 «ITonoxenue o0 0COOCHHOCTSIX OOpPaOOTKM MEPCOHAIBHBIX JAHHBIX, OCY-
HIECTBIISIEMOM 0€3 MCIOJIb30BaHUS CPEJICTB aBTOMATU3aluny», yYTBepKaeHHoe [locTa-
HoBJieHHeM lIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTepUATIbHBIM HOCUTEISIM OMOMETPUUECKUX TEPCOHATBHBIX
JAHHBIX W TEXHOJOTUSIM XpaHEHHUsI TaKUX JaHHBIX BHE MH(GOPMAIMOHHBIX CHUCTEM
MEPCOHANBHBIX NaHHBIX», yTBepkAcHHbIE [locTaHoBieHUeM [IpaButensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTOIMUECKHE AOKYMEHTH DenepanbHO CIy)Obl MO0 TEXHU-
YEeCKOMY U dKCIepTHOMY KOHTpouto Poccuiickoit @enepammu (nanee - ®CTIK Poc-
cur) 1o obecrneueHuro 0e3omacuoctu I[1/1x mpu ux oopadoTke B UCIIdH:

7 PexoMeHanuu 1o odecrnevyeHnio 0e30NacHOCTH NEPCOHATBHBIX JAHHBIX MPU
ux 00paboTKe B MHMDOPMAIITMOHHBIX CUCTEMAaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. TU-
pexktopa ®CTIK Poccun 15.02.08 r. (IACII)

8 OCHOBHBIC MEPOIPHUATHS IO OPraHU3alUd U TEXHUYECKOMY OOECIEeUeHUIO
0€30MacHOCTH TEePCOHABHBIX JTaHHBIX, 00pabaThiBaeMbIX B WH()OPMAITMOHHBIX CH-

CTEMAaxX NEPCOHAIBHBIX AaHHBIX, YTB. 3aM. aupekropa @CTIOK Poccun 15.02.08 .
(ACII)
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9 bazoBas MoJenb yrpo3 6€30MacHOCTH MEPCOHANIBHBIX JaHHBIX MPU UX 00pa-
00TKe B MHGOPMAIIMOHHBIX CHCTEMaX MEPCOHANIbHBIX JIAHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccuu 15.02.08 r. (JACIT)

10 MeTonuka onpeaeneHusl akTyalbHbIX YIpo3 0€30MacHOCTH MEePCOHAIBHBIX
JAHHBIX TIPU UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX,

yTB. 3am. gupekropa ®DCTIK Poccum 15.02.08 r. (CII)

AnMuHHCTpATOp OE30MACHOCTH
HMUYY «3IOPOBBE+» E.E.Kapacena
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1€

Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpHUsATHi 1o ooecnieuennu 6e3omacHoctu MCIT]] K3 K2 K1
| B noacucreme ynpasieHus: JOCTYIIOM:
Peanu3oBaTh nIeHTU(UKALIUIO U TPOBEPKY MOMITMHHOCTH CYOBEKTOB OCTYIIA TIPH
1 BX0jie B onepaunonHyo cuctemy MCII/IH no maponto ycnoBHO-TIOCTOSHHOTO e~ + + +
CTBUSI, IJTMHOW HE MEHEE IIEeCTH OYKBEHHO-IIU(DPOBBIX CHMBOJIOB;
Peanu3oBaTh HIeHTU(DUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHANOB CBs3H, BHEIHKUX ycTpoiicTB UCII/IH o ux - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 Pef.J'II/ISOBaTE; UACHTU(DUKAINIO TIPOTpaMM, TOMOB, KaTajoros, (paiios, 3amucei, mo- i + +
JIeH 3aIKiCel 10 UMEHAaM;
4 Peann3oBaTh KOHTPOJIb IOCTYMA CyOBEKTOB K 3aIUIIAEMBIM PECYpCaM B COOTBET- i + +
CTBUH C MaTpULEH JOCTyNa;
npu Hammuny noakmouerns UCI/IH k ceTsim o01iero moias30Banus A0DKHO mpuMe- | He Hioke 5-ro | He Hike 4-ro | He Himke 3-To
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3alli- | YpPOBHS 3allU- | YPOBHS 3allu-
HIEHHOCTH IEHHOCTH HICHHOCTH
s obecriedenns 6ezonacHoro MexcereBoro B3aumoseictaust B UCII/n nns pas- He numxe 5-ro He amxe 4-ro He amxe 3-1o
6 HBIX KJIaCCOB HEOOXOIMMO HCIOJB30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3aIMIIEHHOCTH | 3alIMIIEHHOCTH | 3alIMIIIEHHOCTH
I CpeICTBO 3alMThI OT MPOrpaMMHO MaTeMaTuyeckux Bo3aencTauii (IIMB):
PeanuzoBaTh nieHTU(UKALINIO U ayTEHTU(UKALMIO CYOBEKTOB JOCTYIIA IIPH BXOJE B
CPEICTBO 3aIIUTHI OT MPOTPAaMMHO MaTeMaTuueckux Bo3aeiicteuil (IIMB) u nepen
1 BBITIOJTHEHHEM MIMH JIFOOBIX OTepaIidii 1o yrnpaBjieHu0 (QyHKIIUIMU CPEACTBA 3all1- + + +

To1 0T [IMB 1o naposto (ni1m ¢ UCIosIb30BaHUEM MHOTO MEXaHU3Ma ayTeHTU(HUKa-
I[UH1) YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MeHee 1eCTH OyKBEHHO-
1M (POBBIX CHMBOJIOB;




[43

OcCyIIecTBISATh KOHTPOJIb JIIOOBIX ACHCTBHI CyOBEKTOB JIOCTYIIA IO YIIPABICHHUIO
GyHKIUSAME cpeacTBa 3amuThl oT [IMB ToBKO 1MOCIIe TPOBECHHS €ro YCICITHON
ayTeHTU(UKAIINH;

[TpenycMoTpeTh MexaHU3MBbl OJIOKMPOBAHMS IOCTyMA K cpeAcTBam 3amutel oT [IMB
MIPU BBIMOJHEHUN YCTAHABIMBAEMOTI'0 YMCJIA HEYJAUHBIX MOMBITOK BBOJIA MAPOJIS;

Heob6xonuMo mpoBouTh HAeHTU(GUKALNIO (DaiiioB, KaTaIOroB, MPOTPAMMHBIX MO-
JlyJieil, BHEIIHUX YCTPOMCTB, UCIIOJIb3YEMbIX CPEeACTB 3amuThl oT [IMB;

B nozacucreme peructpanuu 1 yuera:

OcymiecTBIATh PErucTpalnio BXoa (BbIXo1a) CyObeKTa JOCTyla B CUCTEMY (U3 CH-
CTEMBI), TNOO PEruCTPALUIO 3arPy3KH U MHUIMATH3AINN ONEPATHOHHON CHCTEMBI
€€ MPOrpaMMHOI0 OCTaHOBA. Perucrpanus BbIX04a U3 CUCTEMBI 1M OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro otkiatouenust UCII/IH. B napamerpax peru-
CTpalllM yKa3bIBaIOTCS J1aTa U BpeMs BXoJia (BbIXoJa) CyObeKTa JOCTyIa B CUCTEMY
(M3 cHCTEMBI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yUeT BceX 3alllUIIaeMbIX HOCUTeNEH HHPOPMAIUU C MTOMOIIBIO UX 000
MapKHUPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B KypHaJI (YUETHYIO KapTOUKY);

[TpoBOAUTH pErucTpalMio BXOAa/BBIX01a CYOBEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpanmio 3arpy3kd 1 HHAIHAJIN3AUU 3TOTO CPEACTBA U €€ IMPOrPAMMHO-
ro ocTaHoBa. B mapameTrpax perucTpanuu yka3plBaeTcsl BpeMs M JjaTa BX0/a/BbIX0/a
cyOBeKTa ocTymna B cpencTBo 3amuthl oT [IMB wnm 3arpy3ku/octanoBa 3Toro cpe-
CTBa, a TaKXKe MJIEHTU(PUKATOP CyOBEKTa 10CTYNa, MHUIIMUPOBABIIIETO JaHHBIE AEH-
CTBUS;

[TpoBoauTH peructparnuio coobITUil mpoBepku 1 oOoHapyxeHus [IIMB. B napamerpax
perucTpanum yKasblBaroTcs BpeMs U JlaTa npoBepku win oOHapyxenus [IMB, nnen-
TUUKATOP CyOBEKTa JOCTYIa, MHUIIMMPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJIHSEMBIX AEHCTBUI MO MPOBEPKE, TUI OOHAPYKEHHOI BPETOHOCHOW MTPOrpaMMBI

(BII), pe3ynbTat feiicTBUi cpencTBa 3amuThl o O10kuposanuio IIMB;

[TpoBOAKTH pErUCTpaIMIO COOBITUH IO BHEAPEHUIO B CPENICTBO 3amuThl oT [IMB ma-
KETOB OOHOBJICHHH. B mapamerpax peructpaiii yKka3bpBalOTCs BpeMs U 1aTa OOHOB-
JICHUS], UJCHTU(PUKATOP CYOBEKTa TOCTyIa, MHUIIMMPOBABILIETO JAHHOE JICCTBUE
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BCpPCUA U KOHTPOJIbHAd CyMMa IaKeTa O6HOBJ’I€HI/ISI;

[TpoBoAUTH perucTpanuio coObITUH 3amycka/3aBepileHus padboTbl MOIyJIEH cpeacTBa
3ammtsl oT [IMB. B mapamerpax perucrpanuy yKasplBalOTCsS BpEMsI U J1aTa 3aIryc-
Ka/3aBepuieHus padboThl, HICHTH(PUKATOP MOTYJISA, HACHTH(DHUKATOpP CyOBEeKTa JT0CTY-
1a, MHUIIMAPOBABIIETO JAHHOE JICHCTBUE, Pe3YyJIbTAT 3a1yCKa/3aBepIIeHuUs] paboThl;

JIOJDKHA MPOBOAMTHCS PErHCTpaLius COOBITHH yIIpaBlieHHUs CyOBEKTOM JI0CTYyIa
¢ynkuusmu cpenctsa 3amuThl oT [IMB. B mapamerpax perucrpanuu yka3bplBalOTCs
BpeMs U JlaTa COOBITUS YIIpaBIEHUs KaKA0H (QYHKIUEH, HASHTU(PHUKATOP U CIIeLU-
dukanys GyHKIIH, HASHTHPHUKATOP CyObEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JICVICTBUE, PE3YJIbTAT ICUCTBUSI;

[TpoBOIUTH perucTpanuio cOObITHI MONBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB K MO-
IyJIM cpeacTsa 3amuTsl oT [IMB nnu cienmansabIM J10ByIIKam. B napamerpax pe-
THCTPALMU YKa3bIBAIOTCS BpEMsI U JaTa MONBITKU A0CTYNA, UASHTU(PHUKATOP MOTYJIS,
UICHTU(PHUKATOP U CTIeUUpUKAIIS MOy cpeicTBa 3amuThl oT [IMB (cnenmnanbHO#M
JIOBYILIKH), pe3yJIbTaT HONBITKU AOCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTna 3amuTsl oT [IMB. B napa-
MeTpax PerucTpalyy yKa3blBalOTCs BpeMsl U AaTa COOBITHS OTKaTa, CrielupUKaIUsI
NeicTBUI OTKaTa, UIeHTU(PUKATOP CyOBEKTa T0CTYIa, HHUIIMMPOBABIIETO JAHHOE
JICHCTBHE, PE3YJILTAT ICHCTBUS;

10

OO6ecneunTs 3alMTY JAHHBIX PETUCTPALIMHU OT UX YHUUYTOXKEHUS WIK MOAUDUKAITUN
HapyILIUTEIeM;

11

PeanmmzoBaTh MexaHU3MEI COXpPAaHCHUA JaHHBIX PETUCTPALUHA B ClIydac COKpallCHUSA
OTBCACHHBIX IO HUX PECYPCOB;

12

PeanuzoBaTh MeXaHU3MBI IPOCMOTPA U aHAJIHM3a JAHHBIX PETUCTPALUU U UX (PUIIh-
TpaLUU 110 33JaHHOMY Habopy NapaMeTpoB;
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13

ITpoBOAMTH aBTOMATUUECKUN HEIPEPBIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3znanue, penaktupoBaHue, 3alIUCh, KOMIIH-
JSIHsE 00BEKTOB, KOTOPbIe MOTYT coaepkarsh BIT).

14

PeanuzoBarh MexaHM3M aBTOMAaTHYECKOTO aHAIM3a JAHHBIX PETUCTPALUU 1O 11abio-
HaM THIOBBIX TposiBiieHui [IMB ¢ aBTomMaTrueckuM Ux OJOKMPOBAHUEM H YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUOB yueTa (AyOIMPYIOIINX) C pErUCTpaliiei Bbliauu (pu-
eMa) HocuTenel naopmanuu;

16

OcCymiecTBIATh PErUCTPAIMIO BX0/a (BBIX0/1a) CyOBEKTOB AOCTYIA B CUCTEMY (U3 CH-
CTEMBI), INOO perucTpanus 3arpy3ku 1 HHULHAIU3ALUU ONEePAlUOHHON CHCTEMBI.

17

Ocy1ecTBIATh PErUCTPALIMIO BbIJa4UM MT€YaTHBIX (TpaduyecKrX) JOKYMEHTOB Ha
«TBEpAYIO» KONuio. B mapameTrpax perucrpanuu yka3blBatoTcs (1aTa U Bpemsl BblJa-
4y (0OpalieHus K NoACUCTEME BbIBOJA), Crielu(UKaIUs YCTPONUCTBA BbIAAYH — JIOTU-
Yyeckoe uMs (HOMEp) BHEIIIHETO YCTPOUCTBA, KPaTKOE CoJiep kaHne (HAaMMEHOBaHUE,
BUJ, MK}p, KOA) U YpOBEHb KOHPHUAESHIIMAIBHOCTH JOKYMEHTa, UICHTU(UKATOP
CcyObeKTa JI0CTyNa, 3alIPOCHBIIETO TOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aITycKa (3aBEpIICHUS) TIPOTPaMM M MPOIECCOB (3aa-
HUH, 3a71a4), IpeHa3HAYCHHBIX U1 00pabOTKH 3amuInaemMsix (aiiiaos. B mapamer-
pax perucTpanuy ykas3bIBaloTCs AaTa U BpeMs 3almycka, uMs (MIeHTU(UKATOP) Hpo-
rpamMMmBl (TIporecca, 3a1aHus), HACHTUDHUKATOP CyOBEKTa JOCTYIa, 3alIPOCUBIIETO
nporpaMmmy (IIpoLecc, 3a1aHne), pe3ysbTaT 3amycka (yCHellHbIi, HeyCIeHbIN — He-
CaHKIIMOHHPOBAHHBIH),

19

OCyIIECTBIIATh PETUCTPAIIHIO IMOMBITOK JOCTYIIa TPOTPAMMHBIX CPEJICTB (TIpOoTpamm,
MPOILIECCOB, 3aj1ay, 3aJJaHui) K 3aIuiacMbiM (aiinam. B mapamerpax perucrpamuu
YKa3bIBAIOTCSA J]aTa M BpeMsI TTOMBITKHU JOCTYyIA K 3alluiaeMomy (ailry ¢ ykazanuem
ee pesynbTara (ycremrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa 1ocTyna, cnenuduKaims 3anunaemMoro daimia;




GE

20

OCylIeCTBIISITh PETUCTPAIUIO MTOMBITOK JIOCTYIIA MPOTPAMMHBIX CPEJICTB K CIIEIYIO-
UM JTOTIOJTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JIOCTYIA: TEPMUHATAM, KOMIIBIOTE-
pam, y3iam cetu UCII/IH, nuausim (kaHajgam) CBSI3M, BHEIIIHUM YCTPOUCTBaM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajioraM, ¢aiiam, 3anucsaM, Nojsm 3anuceil. B
napameTpax perucTpalry yKa3blBalOTCs JaTa U BpeMs MOMBITKU JOCTYyIa K 3alllH1Ila-
eMoMY OOBEKTY € yKa3aHUEM ee pe3yJsbTara (yCHelIHas, HeyCIlenIHasi — HECaHKIUO-
HUPOBAHHAas ), HICHTU(PUKATOP CYOBEKTa TOCTYIA, crielu(DUKAIIHS 3aIAIAeMOTO
00beKTa — JJOTHYECKOe UMs (HOMED);

21

[TpoBOAMTH ydeT BCEX 3alIUIIAeMbIX HOCUTENECH HHPOPMAIUH ¢ TTOMOIIBI0 UX Map-
KHPOBKH U C 3aHECEHHEM YUETHBIX JAHHBIX B KYypHaJI (YIETHYIO KAPTOUKY);

22

OcymmecTBISATh OUUCTKY (00HYJICHHE, 00e3IMIMBAaHUE) OCBOOOKIAEMBIX 00JIacTei
OTIepaTUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuresae. O4ucTka ocyecTB-
JSIeTCsL OJHOKPATHOM MPOM3BOJIEHOM 3aITMCBHIO B OCBOOOX/IaeMyt0 001aCcTh aMsITH,
paHee MCIOJIb30BaHHYIO JIJISl XPAaHEHUS 3allUIIaeMbIX TaHHBIX ((aitioB, HHPOpMa-
LK)

B noacucreMe obecriedyeHus LeJIOCTHOCTH

ObecneunTh 1ETO0CTHOCTD IPOrPAaMMHBIX CpeCTB 3auThl B coctaBe C3I1/1H, a Tak-
’K€ HEM3MEHHOCTh IIPOIPaMMHOM cpenbl. 1Ipr 3TOM 1EI0CTHOCTE CPEACTB 3alUThI
IpOBEpsETCs MPH 3arpy3Ke CUCTEMbI 10 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, nenocTHOCTh MPOrpaMMHOM Cpelibl 00ecreunBaeTCs OTCYTCTBUEM B
NCIIJIH cpencTB pa3paboTKU M OTJIAAKH IPOrpamm;

OcymectBisath pusndeckyro oxpany UCII/IH (ycTpoiicTB u HocuTenel napopma-
1IMN), IpelycMaTpuBarolas KOHTpoJib foctyna B nomemenus MCII/Ix noctoporHnx
JIML, HAIMYNE HAJEKHBIX IPETNATCTBUAN JUIsI HECAHKIIHOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nomenienus MCITJIH u xpanunuiie HocuTened nHdopMaiuu;

[TpoBoauTh nepuoguueckoe TectupoBanue Gpynkuniit C3I11H npu usmeHeHUH npo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ noMonipro TeCT-MporpaMM, UMUTHPYIOIIUX
nonbiTkn HCJ;

JIOJDKHBI OBITH B HATMYMK cpeacTBa BocctaHoBneHust C3I1/IH, mpenycMarpuBatomye
BEJICHHE JIBYX KOIUI MPOTrpaMMHBIX CPEACTB 3alllUThl HHPOPMAILIMH, UX TEPHOIUYE-
CKO€ OOHOBJICHHE M KOHTPOJIb pab0TOCIIOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY IIETOCTHOCTH MOAYJIEH cpeacTBa 3amuThl oT [IIMB, Heobxo-

5 JUMBIX U1l €10 KOPPEKTHOI'O (PYHKIIMOHUPOBAHUSL, IPU €r0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;
ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpezicTBa 3amuThl oT [IMB, npenycmar-
6 PHUBAIOIIAs] BEACHUE IBYX KOIUK IPOTPAMMHOIO CPEACTB 3aLIUTBI, €ro IepUoaAnYe-
CKO€ OOHOBJIEHUE M KOHTPOJIb pab0TOCIIOCOOHOCTH;
Peann3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBJICHU CPECTBA
7 3amuThl 0T [IMB ¢ uCnoap30BaHNEM KOHTPOJIBHBIX CYMM;
[IpoBonuth pezepBHOE KonupoBanue [1/]H Ha oTuykaaeMbie HocuTenu HHpOpManuu;
8
V B nopcucreMe aHTUBUPYCHOW 3aILUTBI:
IIpoBoaMTH aBTOMATHUYECKYIO MTPOBEpKY Ha Hanuuue BII wiu nocnencreuii [IMB
1 npu umnopre B MCII/IH Bcex nmporpaMMHbIX MOayJIeil (IPUKIIAJAHBIX IPOTrpaMM), KO-
TOpble MOTYT cofepxaTh BII, mo ux TunoBsIM 11a010HaM U C IOMOILBIO IBPUCTUYE-
CKOT'0 aHaJIn3a;
PeanuzoBaTh MeXaHU3Mbl aBTOMAaTHUECKOTO OJIOKMpOBaHUs 0OHapykeHHbIX BII my-
2 TEM UX yJaJIeHUS U3 IPOrPAMMHBIX MOJYJIEH UM YHUYTOXKECHUS;
Perynsipao BeImonHATH (1Ipu iepBoMm 3amycke cpeacts 3amuThl [1JJn ot [IMB u ¢
3 yCTaHaBJIMBAaEMON EPUOIUYHOCTBIO) MPOBEPKA HA MpeaMeT Hannuus B Hux BIT;
JomxHa nHunuupoBartbeces aBTomarnyeckas nposepka MCII/Ix Ha npenmer Hanuuus
4 BII npu BeisiBienun ¢akra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa JUIsl YCTAaHABIMBAEMOIO YMCIa ONEpalui yAAICHUS
5 BII u3 onepatuBHON UM TOCTOSHHOU MTAMATH, U3 IIPOrPAMMHBIX MOLYJIEHU U NPHU-
KJIAJJHBIX TPOTrpaMM WJIM IPOIPaMMHBIX CPEICTB, coaepkanmx BII.
6 JononaurensHo B UCII/IH nomkeH NpoBOAUTECSA HENPEPBIBHBIN aBTOMAaTHUYECKHIM
MOHHUTOPHHT HH(POPMAIIMIOHHOTO OOMEHa ¢ BHEIIHEH CEThIO ¢ 1ebio BhisiBieHUs BIIL.
Vi KonTpons orcyrereus H/AB B 110 C31




Jlyist mporpaMMHOTO 00eCTIeUeHusI, UCTIOIB3YeMOoro Ipu 3amuTe nadopmaruu B MC-
I11a (cpencts 3amuthl nHGopMaruu — C3M, B TOM 4KCIIe U BCTPOSHHBIX B 00IIIECH-
1 CTEMHOE U MPUKIIAIHOE IporpammHoe obecrieuenne — [10), nomkeH ObITh 00ecnieueH + + +
COOTBETCTBYIOIIUN ypOBEHb KOHTPOJIs oTcyTcTBHs B HeM H/IB (He nexnapupoBan-
HBIX BO3MOKHOCTEH).

VI O6napy>xenue Bropxennii B UCI1J{x

OO0HapyxeHne BTOP>KEHHI JODKHO 00ecieunBaThCs MyTEM UCIIOIb30BaHUS B COCTa-
Be MCII/IH mporpaMMHBIX WJIM IPOTPaMMHO-AINIaPaTHBIX CPEICTB (CHCTEM) 0OHa-
pyxenus sropxxenuii (COB).

HeO6XOI[I/IMO 00s13aTeNIbHOE NCIOJIBL30BAHUE CHCTEMBI 06Hap}/')KeHI/IH CCTCBBIX aTak,
HCIOJIB3YIONIUC CUTHATYPHBLIC METO/IbI aHAJIN3a

HCO6XOI[I/IMO 00s13aTeNIbHOE NCIOIBL30BAHUE CHCTEMBI O6H&py>K€HI/IH CCTCBBIX aTak,
HCITOJIB3YIOIUC CUTHATYPHBIC METO/IbI aHAJIN3a U MCTO/Ibl BBISABJICHUA aHOMAaJIUH

VIl 3amura UCITIa ot IIDMUWH

LE

Jis 06paboTku nHGOopmManun HeodxoauMo ucnoib3zoate CBT, ynoBierBopstomye
TpeOoBaHUAM cTaHapToB Poccuiickoii Penepanuu 1o 3JeKTPOMarHUTHON COBMeE-
CTMUMOCTH, 10 0€30I1aCHOCTH ¥ 3PTOHOMHUYECKUM TpeOOBAHUAM K CpeACTBaM 0TO0-
pakeHust UHpOpPMAaLIUU, IO CAHUTAPHBIM HOPMaM, IPEIbABISEMBIM K BUI€OIHC-
wieiiHeIM TepmuHaniaM [I19BM (nanpumep, FOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBusi UCIIT/IH TpeboBanusm 6e3onacHocTu [1/1H

[TpoBecTu 00s3aTeNbHYIO CEpTUPHUKALIMIO (aTTecTaluIo) o TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaIuu;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALMIO) IO

+ - -
TpeGoBaHusIM 0e30MacHOCTH MH(OpMaIUK (IO PEHICHUIO OIlepaTopa);

[Tpumeuanwne: Jnsa VUCII[Ia 4 xmacca nepeyeHb Meponpustuid mo 3amurte [1JIH ompenensercs B 3aBUCUMOCTH OT yiepOa

KOTOpBIfI MO>KET OBITH HAHECEH B CJICACTBMH HCCAHKIIMOHHUPOBAHHOI'O MJIKW HCTIPECAHAMCPCHHOI'O JOCTYIIA K HI[H




